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OMG Data Distribution Service

Publication
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OBJECT MANAGEMENT GROUP

The Real-time Publish-Subscribe

(DDSI-RTPS™) Specification
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Date: J
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Web-Enabled DDS

Version 1.0

Date: May 201
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Remote Procedure Call over DDS (DDS-RPC)
v1.0

An OMG® Remote Procedure Call over DDS Publication

An OMG® Interface Definition Language™ Publication
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OBJECT MANAGEMENT GROUP

Interface Definition Language™

Version 4.2

OMG® Extensible and Dynamic Topic types for DDS (DDS-XTypes™)

Date: February 2020

URL: .omg. IDDS-XTypes/1.3/
DDS Consolidated XML Syntax OMG Document Number: formal/2016-04-01 Normative Machine Consumable File(s):
Release Date: July 2018 rg/spec/DDS-XTypes/2019030 model.xmi
Standard Document URL: org/spec/DDS-SECURITY/1.1 omg_org/spec/DDS-XTypes/2019030 types._type_definition.xsd
Version 1.0 Machine Consumable Files: .omg.org/spec/DDS-XTypes/20190301/dds-xtypes_type_definition d
omg org/spec/DDS-XTypes/2019030: types._typeobjectid!

Normative:

ra/spec/DDS-SECURITY/20170901/dds _security pluains spis.idl

rg/spec/DDS-XTypes/2019030 discovery_builtin_topics.idl

‘OMG Document Number  ptc/2018-05-36

DDS-SECURITY/20170901/omg_shared_ca.

ora/spec/DDS-SECURITY/20170901/omg_shared_ca issi d

hittp://www.omg.org/spec/DDS-XML.

Normative Reference:

ra/spec/DDS-SECURITY/20170901/dds_security plugins_model.xmi

Non-normative:

omg. DDS-SECURITY/20170901/omg_shared ca

omg DDS-SECURITY/20170901/omg_shared_ca issions_example.xml

Date: April 2015

4

OBJECT MANAGEMENT GROUP"

Data Distribution Service (DDS)

Version 1.4

formal/2015-04-10
http://www.omg.org/spec/DDS/1.4

OMG Document Number:
Standard document URL:
Machine Consumable Files:
Normative: http://www.omg.org/spec/DDS/20140501/dds_dcps.idl
Informative: http://iwww.omg.org/spec/DDS/20140501/dds_dcps_uml_objecteering.ofp

©2021 Real-Time Innovations, Inc



CEIIG Data Distribution Service

Cross-vendor portability

*First version of the DDS standard

was released in 2004 SRE AT

(DCPS)

Middleware

*Most recent version (v1.4) was
released in April 2015

e “Data-Centric Publish-Subscribe

model for distributed application Real-Time Publish-Subscribe
communication and integration” Wire Protocol (RTPS)
7~ O\ Cross-vendor interoperability
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CEIIG Data Distribution Service

Cross-vendor portability

*First version of the DDS standard
was released in 2004

Programming API

*Most recent version (v1.4) was
released in April 2015 Data Management

*“Data-Centric Publish-Subscribe FEMEWORK
model for distributed application

: . . : Data Distribution
communication and integration”

7~ O\ Cross-vendor interoperability
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Connectivity Framework & Transport Layers

Distributed Data Interoperability & Management

Framework
API Governance
Connectivity Publish-Subscribe Request-Reply Discovery Exception Handling Syntactic
Framework E— oy— Quality _ Interoperability
Functions ata nesource viode of Security
Service
Id and Addressing Data Type System Lifecycle (CRUD) State Management
Transport
. . Messaging Protocol
Connectivity 2
Transport Communication Modes Techn/caI“
. Interoperability
Functions
Endpoint Co Timing & ,
Addressing CEMABEIEITEEE Prioritization Synchronization Security
Network
I Link |

Physical




Core Concepts of DDS




C_onnection via the DDS Databus...

Sensor Unit Health Monitor Device Control

-‘— el [ | F "-

DDS DS

Operator

DDS

'latforn

'latforn

DDS Databus
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C_onnection via the DDS Databus... N
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Terminology




D_ata Ce ntricity Message-centric Data-centric

Application logic

Application logic
{write(x);}

{write (x);}

Data Centricity Definition CaChrgdressPiirgsing
a) The interface is the data. R°uti"§eria"':;:ir::a'ing DDS
b) The infrastructure understands that data. State Management
c) The system manages the data and imposes Security _Filtering

rules on how applications exchange data.

Database

Databus

Data centric storage and

Data centric sharing and
searching of old data (“data-at-rest”)

filtering of future data (“data-in-motion”)

SELECT * FROM ShapeData cft = create contentfilteredtopic with filter (
WHERE color=‘RED’ AND shapesize > "MyFiltered topic”, ShapeData topic,

10; ”(color MATCH ‘RED’) AND (shapesize > 10)7, ..
) ;



Data Centricity x

Update meeting

* Data Centricity...
— Places data at the core of your system et e ts 10500~ 1500
— Applications are just visitors in your system () Alday Time zone
— No single application “owns” the data -

Event Outof office Task Reminder Appointment siots

* As an example, let’s consider an online s T
calendar:
— The data is well defined (times, places, etc) o e et 1 :
— No single application “owns” your calendar data

Add rooms or location

n <

- YOU Can VieW it in any application you ChOOse Add description or attachments

— Changes to the data will be transparently reflected otk iy b mienadhdion
in other connected applications —

— Applications do not know about each other —they -
only know the data

¥



Data Models

e Data Models are defined IDL (Interface Definition
Language)

* IDL files are parsed by the RTI Code Generator
* IDL files can be included

* The @key annotation defines keyed instances of data
allowing:
* Lifecycle tracking of Objects
* Fewer Topics to be defined (simplifying overall system)
* Lower memory usage
* QoS to be applied to each Instance (history cache, durability,
ownership)
* Many other annotations can be used:
 @optional, @value, @min, @max ...

26

vehicle.idl

struct VehicleType{
@key long vehicleVIN;
float targetX;
float targety;
float targetZ;

}

vehicle_status.idl

#include vehicle.idl
struct MyVehicle {
VehicleType v1;

}

struct VehicleStatus {
@key long vehicleVIN;
int statusNum;
@optional int ready;

}




Data Models (and Extensibility)

Final Type

@final
struct Track({
long sensorlD; //@key
long targetiD;
float targetX;
float targety;
float targetZ;

e Data types are strictly
defined
* Not possible to add elements

Appendable Type

@appendable

struct timedTrack{
@key long sensorlD;
long targetiD;
float targetX;
float targety;
float targetZ;
double timestamp;

* Previously called Extensible
* Enables future extension by
supporting additional data

fields

23

Mutable Type

@mutable
struct timedTrack{
@key long sensorlD;
float targetX;
float targety;
@optional float targetZ;

|5

* Enables flexibility by using
changing messages that suit
the system application

* Enables adding, removing,
transposing data fields



Quality of Service

Application

Platform

©2021 Real-Time Innovations, Inc.



Quality of Service

Application

Quality of Service
DDS settings are usually

ime- configured in XML (but
Filter Limits could also be included in
Reliability C.ont(.ent Presentation Ownership Transports the code)
Filtering

Sieliioly Durability Lifespan Flow Control Multi-Channe
Order I
Liveliness Latency Histor User, Group, Async : ;
Budget y Topic Data Publisher Quality of Service

settings (and DDS itself)
Platform are independent of the

underlying transport

DDS Databus

©2021 Real-Time Innovations, Inc.



Five key benefits of Data Distribution Service

Data-Centricity

Increases
scalability, reduces
complexity and
promotes location
transparency.

DDS enables
flexibility through
data-centricity.

Reliability

DDS has
and
therefore no single
point of failure.

DDS is designed to
enable reliability
and resilience.

Performance

DDS establishes
peer-to-peer
connections to
give real-time
performance.

DDS optimizes
network usage by
filtering traffic
where possible.

Faster
Development

DDS frees
developers from
the design and
management of
complex data

distribution code.

DDS enables
modular

architectures and

code reuse.

Open
Standards

DDS avoids vendor
lock-in by
promoting code
portability and
interoperability.

DDS promotes
future-proof
design through
open-ness.




RTI Connext

Based on the DDS Standard




RTI Connext Development Workflow

Your
Application

Data Model (IDL files)

Quality-of-Service
Configuration

struct ShapeType {

string<128> color; //Rkey App||cat|on

long x;

lon H
i source code

long shapesize;

};

DDS Code —IN\ Build
I
Platform Generator _l/ support files
Specification
(Arch., OS, Compiler)
Header and Platform

support files

Programming

Language
(C, C++, Java, ADA, etc.)




Language, Location and Platform Independence

Real-time Applications

C | c++ | c# | sava | Javascript | Python | Ada | REST
RTI Connext
RTPS

Real-Time WAN TCP Limited
Transport Bandwidth Plugin
IPv4/1Pv6 Shared Memory Zero-Copy
Ethernet, LTE, 5G, Satellite, etc.

e | T remmrc




Connext: Platform for Distributed System Connectivity

AR,

Connext Drive

Designed for autonomous vehicle development.

Connext Professional Connext Secure

Connectivity software for developing and Designed for systems requiring robust,
integrating distributed systems. fine-grained security.

<[> » — M.
000
Code Data Data Data Recording System System System Database Web Spreadsheet 3" Party
Generation Routing Persistence Queuing & Replay Administration Introspection Monitoring Integration Integration Integration Integrations

o K

Connext Micro

Designed for resource-constrained systems.

Connext Cert Connext Anywhere

Designed for safety-certifiable systems. Designed for developing widely distributed
systems.




-+ Admin Console (1)

System E’ Domain 10 RTI Shapes Demo : 12998 10: Square &3
Create a new DDS Datatype View _

@ee*]e| =
L rtisp-0127
13194: RTI Shapes Demo
B RTI Shapes Demo

B subscriber

-« DI

E rtisp-0254.local

E) 954: RTI Shapes Demo
B RTI Shapes Demo

I Publisher
B8 [:4* Time Chart1 &2 [CERIRER « Ball=!
B3 6201: RTI Shapes Demo
B subscriber
7761: RTI Routing Service...
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28349: RT| Shapes Demo
[ RTI Shapes Demo

I Publisher

i

A system 2 '

B System Overview
Connected to domains : 9-12

System graphical view | Hosts | System Log | System Security Log
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B rtisp-0127

B rtisp-0037

12998: RTI Shapes Demo 28178: RTI Shapes Demo

LLueWOQ

13194: RTI Shapes Demo 28349: RTI Shapes Demo

DR:1 | DW: 1
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17886: RTI Shapes Demo

DR:1 | DW:0
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r—+
000

i RTl Administration Console

File View Visualization Help
& &) & Y| v

DDS Logical View 2
BB 4
type filter text
v &in System
v & Domain 0
“n Square
%] Physical View &2 REd °°

5

v oy System
v &, trost
&% RTI Shapes Demo : 22624
&% RTI Shapes Demo : 35000

dmin Console (2)

i WG D

= 0:Square 2 | 3, System
Layout

1 Square

=y

Match Graph Topic Data| Endpoints Table Datatypes

.. trostzRTI Shapes Demo : 35000

Requested

Both TypeObject and TypeCode ar.. Both TypeObject and TypeCode ar.

Keyed

onOrderkind BY_RECEPTION_TIMESTAMP_DESTI.. BY_RECEPTION_TIMESTAMP_DESTI.

VOLATILE_DURABILITY_QOS

& Processes « Health »=¢Match Analyses 2 | ‘%, DDS Data Type
Name Offered
v *_ trost > 35000 > RTI Shapes
b4 Type
¥4 Key Consistency Keyed
¥4 Destin
=4 Durability kind VOLATILE_DURABILITY_QOS
»=4 Livelinesskind AUTOMATIC_LIVELINESS_QOS

sslease duratior infinite

»:( Qunershipind

»=4 Presentation.coherent a false
»=4 Presentation.ordered ac false
¥ Reliabilitykind

SHARED_OWNERSHIP_QOS
»=4 Presentation.access scoj INSTANCE_PRESENTATION_QOS

AUTOMATIC_LIVELINESS_QOS
infinite
SHARED_OWNERSHIP_QOS
INSTANCE_PRESENTATION_QOS
false

false

RELIABLE_RELIABILITY_QOS

»=4 Reliability. acknowledgnr PROTOCOL_ACKNOWLEDGMENT_.. PROTOCOL_ACKNOWLEDGMENT,

»:4 DataRepresentation.repi [CDR]
»:4 Deadline.neriod infinite

[CDR]
infinite

tit DDS Qos
QoS Name Value
Parent DomainParticipant
Parent Subscriber QoS
v DataReader QoS
data_tags {empty)
v deadline
period infinite
v destination order
kind BY_RECEPTION_TIMESTAMP_DESTINATION!
disable positive acks false
v durability
kind VOLATILE_DURABILITY_QOS
direct_communicati true
expects_inline_qos false
v latency bu
duration 0.0 seconds
v liveliness
kind AUTOMATIC_LIVELINESS_QOS
lease_duration infinite
multicast locators {empty)

SHARED_OWNERSHIP_QOS
{empty}

RELIABLE_RELIABILITY_QOS
max_blocking_time 100 milliseconds

acknowledgment_ki PROTOCOL_ACKNOWLEDGMENT_MODE

representation (empty)
tps protocol version 2.3

Notes

Mismatched

OK: Types compared using: TypeCo.
OK: Both the DataWriter and Data.
OK: Offered >= Requested

OK: Offered >= Requested

OK: Offered >= Requested

OK: Offered >= Requested

OK: Offered == Requested

OK: Offered >= Requested

OK: Compatible

OK: Compatible

Mismatched: Offered < Requested
OK: Compatible

OK: Representations contains a ma
OK: Offered <= Requested

~— DDS

Admin Console can be used
to view and also troubleshoo
QoS mismatches

QoS tab shows all QoS
for the selected entity

Match Analysis shows a view
of offered/requested for the

selected entity and highlights
mismatches



L Wireshark Support

* RTPS dissector for Wireshark
— Traps RTPS packets

— Dissect discovery & user data
* Heartbeats, acknowledgements,...

e Totally non-invasive
— No additional subscribers

e Customized filtering
*Debugging:

— Capture & share your dissected
traffic.

— Including RTI TCP Control
messages

*Support most platforms

Source Destination Protocol Length Transport class Info

249 167788 167778 RTPS 270 SHMEM INFO_DST, ACKNACK

250 10.2.190.29 239.255.8.1 RTPS 258 UDPv4 HEARTBEAT

251 167778 167788 RTPS 350 SHMEM INFO_TS, DATA

252 167778 167788 RTPS 350 SHMEM INFO_TS, DATA

253 167778 167788 RTPS 350 SHMEM INFO_TS, DATA

254 192 168.1.73 239 255.0.1 RTPS 294 UDPV4 INFO_ TS DATA(w[UD])
4
~ Real-Time Publish-Subscribe Virtual Transport, SHMEM, Src: (167778:0), Dst: (167788:57663)

» Version: 1.0
Content kind: 1 (RTPS)
» Packet identifier, GUID: c733a001b248c3036a8a4174, SeqNum: 250
» Transport Information, SHMEM, Src: (167778:0), Dst: (167788:57663)
» Traffic Direction: INBOUND
» Real-Time Publish-Subscribe Wire Protocol (content)
~ Real-Time Publish-Subscribe Wire Protocol
Magic: RTPS
» Protocol version: 2.3
vendorId: ©1.01 (Real-Time Innovations, Inc.
guidPrefix: dcb9c7407ecfd54dbb61idaa4
Default port mapping: domainId=201, participantIdx=1,
submessageId: SRTPS_PREFIX (0x33)
submessageId: SEC_BODY (0x30)
» submessageId: SRTPS_POSTFIX (0x34)

- Connext DDS)

nature=UNICAST_USERTRAFFIC

v v v -

~ Real-Time Publish-Subscribe Wire Protocol (processed)

~ RTPS Security decoding
~ RTPS level
Parameter Identifier: 193
Parameter Length: 88
~ Real-Time Publish-Subscribe Wire Protocol
Magic: RTPS
Protocol version: 2.3
vendorId: ©1.01 (Real-Time Innovations, Inc.
guidPrefix: dcb9c7407ecfd54dbb61daa4d
Default port mapping: domainId=201, participantIdx=1,
submessageId: INFO_TS (0x09)
submessageId: SEC_PREFIX (0x31)
submessageId: SEC_BODY (0x30)
» submessageId: SEC_POSTFIX (0x32)
~ Submessage level
Parameter Identifier: 194
Parameter Length: 56

-

- Connext DDS)

nature=UNICAST_USERTRAFFIC

v v v ww

submessageId: DATA (0x15)




@®Record & Replay

* Records high-rate data arriving in
real-time to SQLite database

e Customizable Recording

* Real-time playback
— Range, speed, loop

e Remote administration
* Non-intrusive

* Applications:
— Future analysis and debugging
— Regulatory compliance
— Simulation

t=2 t=1 t=0 =,
— — t=0 |Data
p— sl Storage
2 A A 74 t=1 Data
=2

=0 Data

=1 Data

=2 Data

Streaming Data Real-Time
ar t Applications

e 5)
T s - [ %_‘

Recording
Console

Data

©2021 Real-Time Innovations, Inc.



& Persistence Service

e Stores publications and provides
them to the network when needed

* Configurable to store in-memory or
using a database

e Fault Tolerance Benefits

— Ensure reliable data availability, even
if publisher fails

— Reduce load on, and memory
required by, data writers

— Update new subscribers efficiently
without loading data writers

Connext Databus

Persistence
Service

©2021 Real-Time Innovations, Inc.



Fi_ve additional benefits of RTI Connext

Security

RTI Connext is
available in
versions suitable
for resource
constrained and
for safety

RTI’s Connext
Secure enables
fine-grained (Topic
level) security of
DDS data.

certifiable devices.

Broad Platform
Support

RTI Connext
supports dozens of
combinations of
CPUs, OSes and
programming
languages.

Connext data can
be moved over
almost any
transport including
UDP based WAN.

Infrastructure
Services

Connext includes
Services that
enable Routing,
Recording and
Persisting of DDS
data (plus more).

RTI provides a set
of debug tools that
enable visibility at
the DDS level to
enable rapid
development.

RTI also make a
library of example
code available to

our users.




Try a full version
of Connext DDS
for 30 days

TRY CONNEXT AT
RTI.COM/DOWNLOADS

Includes resources to get
you up and running fast

©2021 Real-Time Innovations, Inc



Stay Connected

rti.com :
Free trial of Connext DDS 0 rtisoftware

@rti_software W connextpodcast

@rti_software a rti.com/blog




