
Design strategies for real-time
data in distributed systems

DATA MANAGEMENT

� Today's embedded software applications are
increasingly distributed. A wide range of stan-
dards-based COTS products are available al-
lowing the configuration of cheap and reliable
systems which communicate real-time data be-
tween many computing nodes at high speed. So
why is the design of larger, more complex dis-
tributed applications still such a challenge? The
main issue is that efficient handling of real-time
data is not always as simple as it looks. An em-
bedded network must find and disseminate in-
formation quickly to many nodes. The appli-
cation needs to find the right data, know
where to send it, and ensure delivery to the
right place at the right time. This is of course
not a new problem.

Virtually all modern operating systems
provide a basic network TCP/IP stack. The
stack provides fundamental access to the net-
work hardware and low-level routing and
connection management. However, writing
directly to the stack results in unstructured
code at best. Complex distributed applica-
tions require a more powerful communica-
tions model. Several types of software tech-
nologies, commonly known as "middleware",
have emerged to meet this need. They fall
into three broad classes: client-server (or
remote object invocation), message passing,
and publish/subscribe.

"Client-server" was the buzzword of the ex-
ploding IT market of the last decade. Client-
server networks include servers - machines that
store data, and clients - machines that request
data. Most client-server middleware designs
present an application programmer interface
(API) that strives to make the remote node ap-
pear to be local; to get data, users call "methods"
on remote objects just as if they were on the
local machine (also called remote method in-
vocation, RMI). The middleware thus strives to
hide the networked nature of the system. Suc-
cessful client-server middleware designs include
CORBA, DCOM, HTTP, and Enterprise
JavaBeans (EJB).

Client-server is fundamentally a many-to-one
design. Client-server works well for systems
with centralized information, such as databas-
es, transaction processing systems, and central
file servers. However, if multiple nodes are also
generating information, client-server archi-
tectures require that all the information be sent
to the server for subsequent redistribution to
the clients. Such indirect client-to-client com-
munication is inefficient, particularly in a real-
time environment. The central server also adds
an unknown delay to (and therefore removes
determinism from) the system, because the
receiving client does not know when - or even
if - it has a message waiting.

Client-server middleware technologies typically
build on top of TCP. TCP offers reliable deliv-
ery, but little control over delivery semantics.
For instance, TCP retries dropped packets, even
if the retries take a lot of time. TCP requires
dedicated resources for each connection; since
each connection takes time to set up and
significant resources to maintain, TCP does
not scale well for extended data distribution in
larger systems.

Message-passing architectures work by imple-
menting queues of messages as a fundamental
design paradigm. Processes can create queues,
send messages, and service messages that arrive.
This extends the many-to-one client-server de-
sign to a more distributed topology. With a sim-
ple messaging design, it's much easier to ex-
change information between many nodes in the
system. Some operating systems, such as QNX
and OSE, use message passing as a fundamen-
tal low-level synchronization mechanism. Oth-
ers provide it as a library service (e.g. VxWorks,
Nucleus, POSIX message queues). Message-
based OS designs can use "send-receive-reply"
blocking sequences for inter-node (and inter-
process) synchronization and communication.
In addition to the message-based operating sys-
tems, many enterprise middleware designs im-
plement a message-passing architecture. BEA's
MessageQ and IBM's MQSeries are significant
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This article describes how
data can be exchanged in

distributed systems. DDS,
designed specifically for

high-performance data
distribution, will simplify
a complex network design.

DDS is now published by
OMG as an open industry

standard, providing a uni-
versal platform for system

interconnect.

Figure 1. Client-server works
best with centralized data
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